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Abstract

Autonomy of the internet (web system) is studied by running
an NS-2 simulator. A web system consists of three layers,
they are the network, the transport and the application layer
and an network simultor called NS-2 can simulate the trans-
port layer of the web as a packet switching network (PSN).
This paper reports on the complexity of mutually crossing
packet flows which are comparable to other autonomous com-
plex networks, such as real Hippocampus slices, Izhikevich
neural networks, or the game of life. One unique feature com-
mon in all these systems is the coexistence of several synchro-
nised patterns that we think of as the underlying mechanism
of autonomy. In the case of PSNs, adaptive window sizes of
each packet flow show synchronisation but only locally, and
often chaotic behavior is displayed when congestion occurs.
Also considering the packet flow in PSNs as gliders, this con-
gestion allows gliders to bifurcate. We thus propose PSNs as
a new experimental testbed for discussing the autonomy and
adaptability of living systems.

Introduction

Autonomy is one of the most important characteristics of
living systems. Understanding this biological autonomy
by reconstructing it using different media is one of the
main purposes of Artificial Life studies. For example, the
study of autonomous robots uses such an approach. A def-
inition of an autonomous robot is its ability to achieve a
task without people having to make commands. There are
many examples such as Stefano Nolfi’s ’garbage collec-
tors’ (Nolfi, 1997), Pfeifer’s passive dynamic walker (Pfeifer
et al., 2007), Honda’s ’Asimo’, Sony’s ’dog robot’ called
Aibo, Kojima’s ’Keepon’ and so on. Some of these robots
are “autonomously” detecting walls and avoiding cliffs in
various ways. Self-charging robots have also been built al-
ready (e.g. a robot that uses snails for energy or a trilobite-
like robot that monitors its own battery); so robots can be-
come self-sustainable in that sense.

Rodney Brooks claimed that autonomous robots need not
possess any representation of the environment but the envi-
ronment itself is the representation. They explore the en-
vironment and solve a given task. This is a major feature
of autonomous robots (Brooks, 1991). Such a concept of

autonomy still misses a very fundamental part of biological
autonomy, as we are still easily able to distinguish between
real and artificial creatures (Brooks, 2001). 0

A simple but primary definition of an autonomous system
is a non-reaction system. For example, a fly’s aviation is
considered to be an autonomous behavior as it behaves inde-
pendently from the environmental pattern (May et al., 2007;
Takahashi et al., 2008). Another such autonomous dynamic
is chaotic itinerancy (Ikegami, 2007); a high dimensional
transition dynamic among pseudo attractors. Aoucturier et
al. (Aucouturier et al., 2008) used this idea to create a danc-
ing mobile robot. Besides a hard-shell robot, Hanczyc and
Ikegami (Hanczyc et al., 2007; Hanczyc and Ikegami, 2010)
studied a self-moving droplet. An oil droplet made of ole-
cic acid and sized about 0.1 mm can move by itself and also
react to environmental pH.

The underlying principle in all these examples is that an
interaction between a system and its environment creates au-
tonomy. In other words, a system can generate and maintain
its own context which temporarily couples and decouples
with the environmental context. More importantly, a system
has its own dynamics without requiring an externally given
task. A so-called ’default network’ found in a brain’s resting
state is another example of such autonomy (Raichle et al.,
2001). The definition of a default network is the brain activ-
ity observed while people are day-dreaming or doing non-
specific tasks. A global (non-periodic) synchrony in neural
activity was found to exist in the default network.

In this paper, we discuss the concept of autonomy using
the example of web systems. Nowadays, web systems have
become huge and complex enough to have consciousness-
like states. Such web autonomy can be considered suffi-
ciently close to biological autonomy. Corresponding to the
non-periodic neural synchrony found in the default network,
we will report the non-periodic behavior in a simulated web
system.

In §2, we review the constitution of web systems, and in
§3, we introduce an internet simulator called NS-2 I which
emulates the packet switching network (PSN) of the inter-
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] systems brain internet \ ANN | the game of Life |
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Table 1: Comparison of five different network systems is be conducted; a real brain system, the internet, artificial neural nets
(ANN) and the game of Life. The structure and dynamics of each network is depicted in the 2nd and 3rd row, respectively.
Possible dynamics of the internet in terms of PSNis is discussed in this paper. In the 4th row, kinds of memory in each network
is also described, where an ANN stores its memory in terms of attractors and chaotic itinerancy (CI) and the game of life stores

its memory in terms of special spatial configurations.

net’s transport layer. In§4, data from the NS-2 simulation
will be discussed with respect to dynamic stability. In §5, a
simple question we can ask about the web autonomy such as
“what happens if everybody stops accessing the internet”, is
examined. Finally, we will discuss what brings autonomy to
a PSN.

Web Systems

The internet has made great progress in the last 20 years
and it has become a lifeline for human society. Its struc-
ture consists of roughly three layers; a network, a transport
and an application layer. When studying the autonomous
dynamics of the internet’s application layer, we can exam-
ine web crawlers and Google’s PageRank to see how the
database is automatically organised and ranked. Many social
network services (SNSs) such as Twitter are also worth not-
ing. They mutually copy and reproduce personal timelines
in massively parallel ways which is somehow complemen-
tary to what Google’s service is processing on their stored
data.

On the other hand, what enables Google and Twitter to
function correctly is a PSN on the transport layer and its
backbone network layer. This creates a system that can
be mutually connected on the internet with IP addresses on
the network layer. The protocols used for communicating
among those IP addresses are TCP or UDP. In particular,
TCP is equipped with relatively intelligent software. Each
network router sends a data flow by switching data pack-
ets. TCP plays an important role in delivering the data to the
address without going missing nor permutation of packets.
The sender controls the data amount and the router controls
data routing.

The topological structure of the internet has been inten-
sively studied and its small world property (Watts and Stro-
gatz, 1998) is revealed. One property that a network has is a
hub connection, and this is now widely known in generic in-
formation about transporting systems, e.g. gene networks
or neural networks in the brain. A.L. Barabasi reported
that such small world networks become even more robust
when compared with random networks (Barabasi and Al-
bert, 1999).

But we also think it is important to understand the flow
dynamics on the internet rather than just its topological
structure. Graham proposes PSNs as a new model for a brain
system in place of a circuit switching network (Graham and
Rockmore, 2011). Grifith et al. argue the similarity between
Google’s PageRank system and how the mind works (Grif-
fiths et al., 2007). These are the dynamic properties of a
network and we hope that the minimal and prerequisite fun-
damental dynamics for a kind of intelligence and mind can
be found in PSNs.

Indeed, the complexity of the internet’s dynamics has an
equally curious property which we find in the human neural
circuit. There have been several studies concerning dynamic
complexity of PSN (see e.g. (Frommer et al., 2009)). The
inherent complexity of PSNs can be seen at the level of pro-
ducing consciousness-like macro phenomena, which Tononi
and Edelman hypothesised with their concept of dynamic
core and reentry (Edelman and Tononi, 2000).

We list characteristics in the Table 1 to compare PSNs
with the other complex enough network systems. Neural
synchronisation phenomena were discovered by Singer in
the visual cortex of a cat (Singer and Gray, 1995). Such syn-
chrony is also found as a self-moving pattern in Hippocam-
pus slices (Takahashi et al., 2010) or in the massive num-
ber of artificial neural networks (ANN) (Izhikevich, 2000;
Izhikevich and Edelman, 2008; I1zhikevich, 2006). Here we
only refer to the Izhikevich neural net, as this network is
realistic in its scale and types of neural spiking. It should
be noted that synchronisation is not always a global phe-
nomenon but it is often observed as a local synchronisation
or clustering of neural oscillation. In other words, differ-
ent neural clustering in space and time can coexist. This is
a universal phenomenon in generic coupled nonlinear sys-
tems (Kaneko, 1990).

What is more interesting is that a localized pattern can
propel itself through space; we call these gliders and space-
ships in the game of life. A glider or spaceshp is used
to prove the universal computability of the game of life as
demonstrated by William Poundstone (Poundstone, 1984).
Indeed the role of a glider pattern is for a basic informa-
tion packet to run through the system, and gliders sponta-
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Figure 1: An example network has three nodes and one
router. Nodes A and B send packets to node C creating two
flows.

neously interact with each other to maintain the system’s
autonomous information processing. One of the purposes
of this paper is to look for similar phenomena in PSNs by
taking packets as the simplest form of glider. This notion of
autonomy is what we are going to seek in PSNs.

If a system is autonomous and sufficiently complex, we
expect it to show various signs of intelligent behavior. One
such intelligent behaviour is based on memory dynamics.
Therefore, we put memory as the 4th row in the table. Here
different kinds of memory are potentially stored in the net-
works. ANN stores memory as attractors (see e.g. Hop-
field network (Hopfield, 1982)), which can be referred to
as semantic memory, but it also stores episodic memory
as chaotic itinerant dynamics of pseudo attractors (Nozawa,
1992; Tsuda, 2001; Tani, 1998). As discussed at the begin-
ning of this section, the internet now mainly consists of two
memory structures. One is Google’s Database (DB) and the
other is Twitter’s time line (TL). We think these are related
to semantic and episodic memory in real brain systems, ex-
cept that they are about the application layer. However this is
beyond the scope of this paper and will be reported in ASSC
152.

Finally, the game of life stores memory in terms of spe-
cial spatial configuration. The best known example of a
cellular automaton’s (CA) memory might well be von Neu-
mann’s self-reproducing automata (Neumann, 1967). Since
the game of life can emulate any kinds of CA, we propose
here that any powerful CA can become a universal Turing
machine in the game of life.

The Packet Switching Network Model

NS-2 is a simulator for a packet switching network (PSN).
We claim that this network corresponds to the neural net-
work of a brain system, where each connected neuron
sends electric pulses to the others with different timing and
strengths. At the end of this section we compare the basic
properties of PSNs and neural networks, but first we explain
how NS-2 works.

To illustrate how NS-2 works, let us consider a simple
network where three nodes are connected through one router
as depicted in Fig. 1. For example, when node A tries to
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Figure 2: Changes occur in the buffer as the router receives
and sends packets with the buffer size equal to four.

send a packet to node C, it goes through the router. The
router has a certain length of packet buffer, say four. The
packet will be sent to node C if the packet buffer is not over
capacity. If the packet is over capacity, congestion occurs
and the packet will simply be dropped. Fig. 2 shows the
changes in the router’s buffer status when packets 1, 2, 3, 4,
5, and 6 from node A and B are sent to node C respectively.
The figure shows the router’s buffer when two flows occur,
one from node A to node C and the other from node B to
C. The black arrow shows the arrival of the packet to the
node, enqueueing the packet to the buffer, then sending the
resulting dequeueing of the packet. These two events would
show in the logged file of NS-2 as follows:

+ time A C 1 1
- time A C 1 1

where each line denotes ’event’, ‘time’, ’destination node
id’, ’arrival node id’, flow id’ and ’packet id’. The ’+ de-
notes the enqueueing event to the buffer and the ’-’ denotes
the dequeueing event to the buffer. Similarly, when the node
arrives at either a route or a node, it will be logged in the file
as:

r time A C 1 1

where ’r’ denotes an arrival event. When the buffer be-
comes full and create a congestion, a dropping event occurs
as shown in the figure for node B packet and it would be
logged in the file as follows:

d time B C 2 4

When a drop event happens, that packet will always be
lost. The Transmission Control Protocol (or TCP) is a mech-
anism designed to create more reliable transmissions. TCP
sends a packet with a serial number. When a node receives
a packet, it sends back the serial number which is called
acknowledgement (or ACK). When the sender receives an
ACK, then it sends the next packet. If the sender node
does not receive an ACK for a certain period of time or re-
ceives ACKs with wrong sequence number, then it resends
the same packet. However, as one can easily imagine, send-
ing packets one by one is not efficient. To cope with this,
TCP has a parameter called congstion window size which
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Figure 3: Network topology for the experiment.

defines how many packets the sender can send at one time.
This window size is advertised by the receiver node. To im-
prove performance, the advertised window size needs to be
set to ’large’. However, when the window size is too large,
it creates congestion with other packets resulting in packet
drops and consequent requests to re-send the packets.

While the advertised window size is imposed by the re-
ceiver, there is another window size imposed by the sender
called the congestion window size, or called the “cwnd”.
When a new connection is established with a node,the cwnd
is initialized to one segment (i.e. the segment size is an-
nounced at the other end). Each time an ACK is received,
the cwnd is increased by one segment. The question about
how to improve performance then becomes how to adjust
the advertised window size and the cwnd size. The former
is related to the amount of available buffer space at the re-
ceiver for the connection; the latter is based on the sender’s
assessment of perceived network congestion. It is important
to note that the cwnd size continues to increase to a given
threshold or until a drop event happens.

There are a number of different algorithms to increase the
cwnd size. The one we used in this study is called Reno.
The Reno algorithm increases the cwnd exponentially until
the first packet drop occurs due to congestion. After the first
drop, the cwnd is set to half then continues to update itself
in a linear manner. When a drop happens, it again sets to
half and starts to increase again and continues this process
throughout.

As we have explained so far, PSNs (and the simulator,
NS-2) have the following corresponding properties when
compared to biological neural networks:

e Flow dynamics in PSNs correspond to the pulse trains of
neural activities.

o A buffer size corresponds to the activation threshold of a
neural firing. In the NS-2 model we use 10 as the buffer
size and the threshold of a real neural cell is about 15 mV.

e Strength of the cwnd corresponds to synaptic strength.
Here we have Reno algorithm to change the window size.

e A drop event corresponds to the fact that neural pulses
cannot contribute to an overshooting event.

Having this correspondence in mind, we analyse and explore

the PSN in the next section.

Analysis
We have conducted experiments using NS-2 on a simple net-
work topology with a 30 node setting where each node is
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Figure 4: An example of spatio-temporal packet flow pat-
tern. The horizontal axis is time (each step is 10 msec) and
the vertical axis is the spatial node (here the total number of
nodes is 30). As this figure shows, each packet flow spon-
taneously bifurcates so that lines are multiplied. Every flow
shows concatinated ’V-shaped” pattern, since every success-
fully received packet is followed by ACK signal sent back to
the sender.

connected to the next node as depicted in Fig. 3. The analy-
sis will be on the flow dynamics, the congestion phenomena
and the robustness of the flow patterns when pouring a tem-
porary flow from outside. We will explain these below.

Flow dynamics

A unique characteristic of a PSN is a self-tuning cwnd size
for each flow in the network. In the first simulation, we cre-
ated 30 flows in which each router sends a series of packet
data to its neighbors through an optimised routing path-
way (or trace). All flows are set to have an equal length.
As described above, each packet between connected nodes
(¢ — j) is characterised by a triplet (+,-,r) state, where the
state ”+” corresponds to “’the packet in node i is ready to
send”, - to "the packet has been sent to node j” and ’r” to
’the packet has been received by node j”. Using this infor-
mation, we can visualise the spatio-temporal flow pattern as
shown in Fig. 4.

As for basic observations, we see i) The more numbers of
nodes the flow travels, the more transport time is required; ii)
Due to spontaneous time delays, packets that constitute the
same flow arrive in different timeframes, which causes the
bifurcation of flow pathways. This bifurcation pattern can
be different for each flow; iii) Even within the same flow
and in between the same traces, the bifurcation pattern can
vary temporarily.

It should be noted that the bifurcation of flow path due to
the time delay in point (ii) above is a novel feature in dy-
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Figure 5: The number of drop events as a function of the in-
tegrated input packets (we call a duty ratio’) on each source
node. Input packets are given periodically for each node.
When duty ratio = 2:(< 1), it means that each source node
sends packets for x seconds and rests for the next (1 — x)
second for every cycle.

namic systems. In PSNs, flow is spontaneously quantized
into a series of packets when transporting to other nodes.
This clustering event is not written in the form of an “equa-
tion” in the PSN but happens only as a result of congestion
and timing. Although such spontaneous clustering is similar
to congestion patterns studied in traffic models (Chowdhury
et al., 2004), PSNs have drop events and ACK signals. In
the case of traffic jams, vehicles or ants will never disappear.
This traffic jam phenomenon is called congestion. Bifurca-
tion of flow pattern is correlated with this congestion pattern,
which we will focus on in the next section.

Congestion Flow

As explained in the previous section, the source node of each
flow tunes the buffer size and the cwnd size to reduce the
drop events. When the amount of flow becomes larger than
a specified volume, congestion occurs spontaneously and the
number of drop events increases exponentially as the amount
of flow increases. Fig. 5 shows an increase in the number
of drops as the ratio of the packet flow period to the frame
increases.

The drop events trigger the clustering of the window size.
In the first hundreds steps, each window size is mutually
tuned and their phases are synchronised as shown in Fig. 6.
This is known as TCP globa synchronisation . In the fig-
ure, all flows are set to have an equal length. In this case,
even though the cwnd size changes from a periodic to an
aperiodic state the packet flow is mostly periodic. Because

STCP Global Synchronisation
http://en.wikipedia.org/wiki/TCP_global_synchronization
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Figure 6: An example of the cwnd dynamics. Each window
size of the flow is overlaid multiple times. Here the system
has a few drop events so that the network settles down to a
periodic synchronized pattern after four seconds.

almost all the drop events occur at the source of the flow, the
drop events change the cwnd dynamics but not the packet
flow pattern.

We artificially create a special topology that produces
massive congestion in the middle nodes (i.e. between nodes
14 and 15 of the 30 nodes). In this case, both the flow pat-
terns and the cwnd dynamics become unstable, as the drop
events occur not only at the source but also at the relay
nodes. Some examples of the flow patterns and cwnd pat-
terns are depicted in Fig. 8. The transport time of every flow
shows a power law behavior of the exponent being equal to
-2 as shown in Fig. 7. The connection between nodes 14
and 15 becomes a bottleneck and determines the entire time
scale.

When a cwnd dynamic settles into a periodic state, its pe-
riodicity becomes almost consistent with its varying win-
dow size. In the case of aperiodic cwnd dynamics shown in
Fig. 8, we classified this into five clusters based on the tem-
poral oscillating pattern as we do for the dynamical systems.

1. Periodic state: The window size changes periodically in a
stepped way. Fig. 8-(a) represents this cluster.

2. Chaotic state: The window size changes in an aperiodic
way. In the case of Fig. 8-(b,c), we have two differ-
ent chaotic behavious; one with fast amplitudes varying
in time and one with slow amplitudes changees in time,
where their time scales also show some variations.

3. Intermittent chaotic state: The periodic oscillation of win-
dow size is intermittently perturbed by a burst of large
window size. The other intermittent behaviour is that the
amplitude almost periodically oscillates around a certain
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Figure 8: Examples of five categories of cwnd dynamics (right) and the corresponding packet flow pattern (left). From the
above, these are: a) periodic, b) chaotic type 1, ¢) chaotic type 2, d) intermittent chaos type 1, and e) intermittent chaos type
2. Time scale is set from 0 to 100,000 except for the case e), since the oscillation of case €) is much faster compared to other

cases. See the details in the text.

value but is intermittently perturbed by a larger or smaller
(often null) window size. Both of these can be observed
in Fig. 8-(d,e).

Flows synchronised in the same clustering pattern can
be found in the spatial neighbors with some exceptions. It
should be noted that the chaotic synchrony is what we com-
pare with the Hippocampus slice or Izhikevich neural en-
semble as a candidate for the origin of autonomy and a com-
putation primitive. As discussed in §2, these synchronised
patterns are important in maintaining the functionality of the
network as a whole. In particular, we propose that these syn-
chronised patterns may be a source of PSN autonomy.

Perturbation

Let us perturb the flow network by pouring an extra flow
from outside at a certain time duration. A stable network,
where both flow and cwnd pattern become periodic, will re-
main robust against the perturbation, i.e. the flow pattern and
cwnd dynamics will remain periodic. On the other hand, a

network that has massive congestion at the middle point is
less robust against perturbation. Comparisons before and
after perturbation demonstrate that flow pattern (Fig. 9) and
cwnd dynamics will be different. In other words, the flow
state can be said to have chaotic instability as it amplifies
the small difference caused by the extra flow input.

It can be said that for this special network, the flow state
becomes less robust against perturbation. But we also inter-
pret the state as adaptive because it never falls to a fixed flow
state.

Discussion

The autonomy we are looking for is having the flexible in-
ternal dynamics to change responses against external in-
puts. A certain amount of chaotic dynamics may be re-
sponsible for this. In previous studies, we have partially
proven that an autonomous robot equipped with the coupled
FitzHugh-Nagumo equations shows such autonomy (Au-
couturier et al., 2008). Analysis of how such a robot can
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Figure 7: Distribution of throughput time duration. The dis-
tribution of the shorter time duration shows the power law
behavior, which corresponds to the bottleneck connection
between the 14th and 15th nodes.

interact with the environment was the focal point.

In the present paper, we have studied PSNs to reveal the
internal flow dynamics and the system responses to external
pulse inputs. When increasing the amount of flow from the
outside, we showed that cwnd dynamics change from peri-
odic to chaotic. In the case of a network with a bottleneck
edge, the transport time of each flow obeys the power law
and the real packet flow becomes chaotic for a long period
of time.

In §1, we posed a question, ”what happens if everybody
stops accessing the internet?”. An answer to this question
might be it won’t stop immediately but will last a long time
because it does not attain a stable pattern as shown from the
PSN experiment”. The ever-changing nature of chaotic and
intermittent clustering may drive the autonomy of the inter-
net even with periodic inputs supplied, for example, by au-
tomated web crawlers. If a simple one-dimentional PSN can
have complex clustering patterns, the internet with its mas-
sive data flow should have ever-lasting and changing clus-
tering, thus making it autonomous. We believe these find-
ings correspond to the examples of complex networks in Ta-
ble 1. That is, autonomous networks can develop complex
local/global space time clustering or gliders.

We also claim that PSNs are a novel class of dynamic sys-
tems that spontaneously bifurcate their flow structure and
may be the backbone of the internet today. The corrspond-
ing gliders in the game of life and other intelligent systems in
Table 1 remaine stable. However in the case of PSNs, those
localised patterns can bifurcate. This bifurcation of glider-
like patterns is why we think this PSN is a new interesting
testbed for Artificial Life studies. As for future investiga-
tions, we have to pay more attention to other novel features
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Figure 9: Comparison of space time plots of drop events for
the original and the perturbated network (the horizontal axis
denotes the network node IDs and the vertical axis denotes
time steps). The perturbation is introduced as a pulse packet
flow of duty ratio=1 poured during 10,000 and 20,000 msec-
onds. After the perturbation, a network does not come back
to the original state.

of PSNs. For example, dynamic routing and another TCP/IP
will be a future research target.

Our analysis here is about the transport layer not the ap-
plication layer. Examples of autonomous software in the
application layer include web crawlers, peer-to-peer soft-
ware, and SNS bots. The exsistence of those two layers does
contribute to making a more complex autonomous system.
Within a computer system, an example of a software algo-
rithm that generates chaotic dynamics in the hardware layer
was reported by Berry et al. in 2006 (Berry et al., 2006). We
are now studying the autonomous behavior in the applica-
tion layer using the notion of clustering dynamics found in
the PSN reported in this paper.
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